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Terms & Conditions for the use of the Sloneek online Service

Introductory provisions

This terms & conditions regulate the conditions of use of the Sloneek software accessible at the
website www.sloneek.com (hereinafter referred to as the "Service").

The provider of the Service is the company Sloneek Europe s.r.o., Tdborska 8, 040 01 KoSice, ID 53
319 737, a company registered in the Commercial Register kept at the District Court of KoSice |,
section sro, insert 49934 / V (hereinafter referred to as the "Provider"). To contact us, please use
the following contact details: e-mail: sales@sloneek.com, phone number: +420 776 877 441,
correspondence address: Taborska 8, 040 01 KoSice

The user of the Service is any natural or legal person who creates a user account (hereinafter
referred to as "user"). To create an account, the user shall enter the login name (e-mail address)
and password and fill in the user’s data, which will then be used in the document header.

A contract between the Provider and the user is concluded by creating the user account (the
“agreement”). The agreement is concluded for an indefinite period and expires upon cancellation of
the user's account. By creating a user account, the user agrees to these terms & conditions.

The Service serves as a smart online personnel system. The Service provides complete
administration associated with the registration of employees and their attendance, leave,
documents for payroll processing and other modules related to the personnel management of
companies.

The current list and detailed description of the modules of the Service can be found on the website
https://www.sloneek.com.

License Agreement

The Service is an author's work.

Property rights to the Service belong to the Provider. This agreement does not grant the user with
any rights in connection with the Provider's trademarks.

The Provider hereby grants the user a personal, non-transferable, non-exclusive license to use the
Service limited in terms of the prepaid users. The license is territorially unlimited and limited in
time for the period of prepaid subscription to the Service.

Rights and obligations of users

The user is entitled to use the Service.
The user undertakes not to use the Service in any way that would infringe the rights of the Provider.

The user may not use the Service in a way that could reduce the value of the work or damage,
disable, overload or impair the operation of servers operated by the Provider or disrupt the use of
these servers or Services by third parties. The user may not in any way obtain or attempt to obtain
any copies of the work (even for personal use), any materials or information relating to the Service
that are not or have not been publicly made available or provided through servers operated by the
Provider. The user may not remove or change any trademarks, Provider's name or Service name
from the generated documents.

The user is not entitled to use the business name of the Provider, its trademarks, logos, domain
names or any other designations and business elements of the Provider in connection with the
provision of the Service.

The Provider is entitled to prevent the use of the Service by a user who can be reasonably believed
to be in breach with the obligations set out in this Article.
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3.6. The user is not entitled to any compensation in connection with the cancellation of the user
account.

3.7. The Provider is entitled to cancel the account if the user has not logged into the account for more
than 12 months.

4. Cookies

4.1. The websites and the Sloneek Service itself, e-mail messages, online Services, advertisements and
interactive applications may use so-called "cookies" in order to optimize the Services.

4.2. A cookie is a file that we send to your browser via our internet server. The purpose of cookies is to
enable our internet server to provide the user with the website and the Sloneek Service so that
their use is adapted to the user's habits.

4.3.  We use the following cookies on the www.sloneek.com website:

4.3.1.functional (essential cookies), which are necessary for the website to display safely and
correctly and to perform its basic functions; and

4.3.2. analytics cookies, which help us to analyse how the website works from a user perspective
so that we can improve it.

4.4. We process essential (functional) cookies on the basis of legal requirements, but in the case of
analytical cookies we need your consent. You can select your preferences in the so-called cookie
bar, which is displayed to the user when visiting our website.

4.5. The Analytical cookies are provided by Google Analytics, Ads and Doubleclick by Google Ireland Ltd.,
Google Building Gordon House, 4 Barrow St, Dublin, D04 E5WS5, Ireland, in accordance with its
terms and conditions, which can be found here.

5. Payment for using the Service

5.1. Use of the Service is charged by the price list published on www.sloneek.com. The Provider
reserves the right to change the price of the Service.

5.2.  Payment for the Service is non-refundable. The user pays for the service in advance monthly or in
advance annually.

5.3.  The minimum number of licenses is 10. Regardless of whether these licenses will be used or not.

5.4. All prices quoted are exclusive of VAT. VAT will be added to the price for the service in accordance
with the rules, regulations and VAT levels in the specific tax domicile. The User shall be solely
responsible for the payment of any taxes, duties, tariffs or other charges imposed, levied or
collected by or under any governmental authority arising out of the provision of the Services by
Provider under this Agreement.

5.5. The monthly subscription takes place exclusively by payment card. The price of the monthly
subscription is determined by the product of the unit price for the license listed in the price list and
the number of active licenses of the Service on the part of the User in a given calendar month.

5.6. At the beginning of each monthly payment period, the current number of active licenses is
recorded. If additional licenses are added during the active monthly period, their price will be set
on an aliquot basis.

Example of subscription calculation process:

1.4. There are 20 licenses in the account for 5 EUR per month. 15.4 additional 10 licenses are added
to the account. For these 10 licenses, % of EUR 5/license/month, i.e. EUR 2.5, will be charged in the
current month. The subscription for April is 125 EUR (5%20+10%*2.5). The payment of EUR 100 will be
deducted from the payment card on 1.4. And the payment of EUR 25 will be deducted from the card
on 16.4.
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1.5 there are 30 licences in the account for 5 EUR / license / month. The subscription for May is set
at €150 for 30 licences.

A tax document (invoice) will be issued by the Operator to the User after payment of the prescribed
payment. The payment is considered to have been made when the relevant amount is credited to
the operator's account.

Annual payment by invoice takes place in advance on the basis of an (advance) invoice. The price of
the annual subscription is determined by the product of the unit price for the license specified in
the price list and the number of licenses of the Service on the part of the User in a given year.

The operator issues a deposit to the user for the annual rental of the Service in advance for 12
months. If the User adds additional licenses during the given 12 months, these will be invoiced
gradually until the end of the license (the last day of the last month of the Order) according to the
number of months remaining until the end of the license. (Example: Licenses added from the 7th
month will be invoiced for 6 months in advance).

The operator is entitled to suspend the provision of the service to the extent that the user is in
arrears with the payment of any amount that the user is obliged to pay to the operator in
connection with the use of the given service, although he was invited to pay and was given an
additional payment period of at least seven (7 days).

The user can terminate the subscription at any time. In such a case, the last subscription period will
be charged according to article 5. Access to the Service will be granted only until the last day of the
paid subscription period.

6. Warranties

6.1.

6.2.

6.3.

6.4.

6.5.

6.6.

6.7.

6.8.

The Provider does not provide any warranty for the Service. The Service is provided "as it is"
without warranty of any kind.

All risks associated with the use of this Service are borne by the user. The Provider is in no case
liable for damage caused by the use of the Service, whatever it may be.

The Provider is not responsible for the compliance with the applicable legal requirements of the
generated documents. It is the user’s responsibility to ensure the completeness and accuracy of the
documents.

Use of the Service is at the user's own risk. The Provider is not liable for any direct or indirect
damage or injury, including loss of stored data, which is the result of the use or inability to use the
Service.

The Provider is not responsible for the impossibility to access or limited access of the Service
caused by failures of the Internet, as well as for other circumstances of a technical nature, which
the Provider is unable to influence or whose solution requires the cooperation of third parties. (eg
unavailability of the server used by the Provider to run the Service).

The Provider is not liable for errors caused by third party interventions into the Service or as a result
of the use contrary to its purpose. When using the Services, the user must refrain from using
mechanisms, software, scripts or other procedures that could adversely affect its operation and
must refrain from any activity that could allow the user or third parties to tamper with or misuse
the software or other components forming the Service and to use the Service or any part thereof in
a manner that is contrary to its intended purpose.

The Provider is not responsible for the content of the user. The user is fully responsible that the
content entered by the user is correct and does not infringe the rights of third parties.

If, in spite of the above, the obligation of the Provider to compensate for damage, is limited only to
the amount of payment for the Service for the last 30 days of the subscription.
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7. Processing of personal data

7.1. Inorder for the Provider to be able to provide the Service in a quality manner and in accordance
with the Terms and Conditions, the Provider processes personal data. We may process personal
data of the employers — natural persons or their contact persons in the scope of billing data and
contact data. In addition, the Provider may process personal data related to visits to our website,
sending newsletters or participation in our events. We process this personal data for billing
purposes, for communication with the client in connection with the performance of the service, for
the enforcement and/or protection of legal claims or for marketing purposes. We may only share
personal data with our contractual partners who provide services in connection with the processing
of this personal data. We will process the personal data for the duration of the service provision and
for the duration of the general limitation period after the end of the service provision. In
connection with the processing of personal data, we guarantee the right to access personal data,
the right to erasure of personal data within the limits of the GDPR, the right to modify or correct
outdated personal data, the right to restrict the processing of personal data within the limits of the
GDPR, the right to the portability of personal data to third parties, or the right to object to the
processing of personal data on the grounds of legitimate interest of the controller, i.e. in particular
processing for marketing purposes, including sending commercial communications. The right to file
a complaint with the Data Protection Authority is not affected.

7.2. The Provider is according to the General Regulation on Personal Data Protection No. 2016/679
("GDPR") in the position of a processor of personal data stored in the Sloneek application.

7.3.  According to the GDPR, the controller and the processor are obliged to conclude a contract on the
processing of personal data. The conditions for the processing of personal data are set out in Annex
1 to these terms & conditions and forms an integral part of it.

8. Final provisions

8.1. The subscription period will automatically renew for additional periods of the same duration unless
either Party provides a notice of non-renewal to the other Party no less than thirty (30) days prior
to the end of the current period of the Plan Term. The Order Form Term will automatically renew
for additional periods of the same duration unless either Party provides a notice of non-renewal to
the other Party no less than thirty (30) days prior to the end of the current period of the Order
Form Termin the event that either party breaches any obligation under the applicable law or these
Terms & conditions or is more than seven (7) days in default with any payment for the Service, the
other party has the right to restrict the use of the Service and / or withdraw from the Agreement.

8.2. In the event of withdrawal from the Agreement, the User is not entitled to a refund of an aliquot
part of the price paid for the use of the Service.

8.3. The Terms & conditions may be unilaterally amended by the Provider, always with effect in 14-days
period from the date of publication of the notice on the change of the contractual agreement on
www.sloneek.com.

8.4. Legal relations established before the date of entry into force of the amended Terms & conditions
are governed by the amended Terms & conditions, however the emergence of rights and
obligations that occurred before the date of entry into force of amended Terms & conditions are
governed by the existing Terms & conditions.

8.5. The Agreement is governed by Czech law, in particular by Act No. 89/2012 Coll., the Civil Code, as
amended.

8.6. All disputes arising out of and in connection with this Agreement shall be finally decided by the
Arbitration Court at the Economic Chamber of the Czech Republic and the Agrarian Chamber of the
Czech Republic in accordance with its rules by three arbitrators.
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8.7. Foravoidance of any doubt, it is stated that the provisions of the Civil Code on disproportionate
shortening (Sections 1793 to 1795 of the Civil Code) shall not apply to obligations under this
Agreement.

The Terms & conditions are valid from 1.4.2023
Sloneek Europe s.r.o.

Annex 1

Conditions for personal data processing

pursuant to the provisions of Section 1746 (2) of Act No. 89/2012 Coll., the Civil Code, as amended,
and pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of individuals with regard to processing of personal data and on the free
movement of such data and repealing Directive 95/46 / EC (General Data Protection Regulation)
("GDPR")

For the purposes of this document, personal data means any information relating to an identified or
identifiable data subject. A data subject is considered to be determined or identifiable if he can be
identified, directly or indirectly, in particular by number, code or one or more elements specific to his
physical, physiological, mental, economic, cultural or social identity.

The data subject means the natural person to whom the personal data relates, i.e. users of the
Sloneek Service.

Any person who creates a user or company account is considered a user of the Sloneek Service. The
Sloneek user declares that he is aware of his role as the Personal Data Controller, as well as the rights
and obligations arising from this role. The user grants an explicit informed consent with this Data
Processing Agreement (DPA).

The Processor of personal data is the company Sloneek Europe s.r.o., Taborska 8, 040 01 Kosice, ID
number 53 319 737, a company registered in the Commercial Register kept at the District Court of
KoSice I, section sro, insert 49934 / V (hereinafter only the Company). The Company may entrust the
management and processing of personal data to a third party for the purpose of operating and
administering the Sloneek Service.

1. Definition of processed personal data
Based on the Contract, the Processor processes personal data for the Controller to the following
extent:

Purpose of processing

Purpose of Scope of personal data Special Categories of
processing categories of data subjects
personal data
Name and surname of a natural person; no employees

date of birth of natural person, sex, job
position, internal employee number, work
HR agenda mobile and / or fixed telephone
management number; work email; photo; the date of
joining the company, the date of leaving
the company, the type of employment
and the type of employment relationship.
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Management of the | Dates of drawing on absence events no employees
agenda of holidays (holidays, sick days, benefit days, etc. —
and other types of other events according to the system
absence settings by the employer)
Registration and no employees
calculation of The amount of the right to a meal voucher
employee meal in a given month
vouchers
Dates of work activities based on the no employees
Shift planning, work | definition of activities by the employer
activity planning (e.g. work in the office, work at the client /
customer, etc.)
In the case of using the Sloneek mobile no employees
application for entering arrival and
departure to work (this is an optional
Employee functionality), the application stores the
attendance records | GPS coordinates of the mobile device at
the time of entering arrival or departure.
Records of the employee’s hours worked
within his working days.
This is a repository of documents in which | no employees
Library of labour law employees and the employer can store
documents their labour law docu.ments. Th.e user who
saved the document is responsible for
saving these documents to Sloneek.
o Employees confirm documents with their no employees
Signing documents .
electronic signature.
Administration of In addition to the employee’s no employees
the employee’s identification data, the employee can also
profile upload his / her images.
Google Calendar The Service automatically handles events no employees
Events recorded in Google Calendar.
gjs;;c?rntd application Data stored in the Sloneek application no employees

1.1. The processor will process personal data in electronic form in accordance with this Agreement

1.2. The processor undertakes to process Personal Data with professional care.
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2. Independence of the processor and instructions of the Controller

2.1. The Processor will process Personal Data separately in order to achieve the specified purpose of
processing according to the Article 1.1. and, with the exercise of professional care, to independently
decide on the execution of individual acts within the processing of personal data, which must be
performed in accordance with the applicable legal regulations.

2.2. Inthe event that the Processor receives an instruction from the Controller, it is bound by it.

2.3. Instructions for the processing of personal data may be communicated on behalf of the Controller
and accepted by the authorized person on behalf of the Processor, in written (electronic) form.

2.4. Processors are not bound by the Controller's instructions, which are:

2.4.1. made by a person other than the authorized person and addressed to a person other than
the authorized person,

2.4.2.made in a form other than written (electronic),
2.4.3.contrary to the applicable law.

2.5. If any case arises where the Processor is not bound by the Controller's instruction, the Processor is
obliged to inform the Controller of such a fact without undue delay.

3. Storage and security of personal data

3.1. The Processor undertakes to store and process Personal Data securely and to use all reasonable
security systems and procedures suitable for the processing of Personal Data.

3.2. The Processor undertakes to prevent or take all possible steps to prevent unauthorized access,
copying, modification, storage, reproduction, publication or distribution of Personal Data.

3.3. The processor declares that it has adopted and complies with the technical and organizational
measures for the protection of personal data defined in Annex No. 1 to this DPA.

3.4. If the Processor uses the security elements in connection with the provision of the Services, it is
obliged to maintain confidentiality about the security elements, it is not entitled to share them with
third parties, transfer or otherwise misuse them.

3.5. The Processor creates backup copies of databases (weekly database backup), we save the last 4
backups. Restoration of data from the backup is charged at CZK 30,000.

3.6. Inthe event that either Party finds that:
3.6.1.there has been an unauthorized or illegal processing of Personal Data;
3.6.2.the Personal Data has been lost, damaged or destroyed or otherwise degraded;
3.6.3.there has been a case of security breach;
3.6.4.a third party has gained unauthorized access to any of the security features;

it is obliged to notify the other Party without undue delay and to provide maximum co-operation
for redress.

3.7. In providing quality Sloneek Services, we are assisted by processors who work in accordance with
European standards of personal data protection. The processing of personal data by these third
parties is governed by their own terms of service.

4. Description of processing purposes:
-Hubspot for sending bulk messages, notifications and customer support services
(https://legal.hubspot.com/privacy-policy)
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-UserFlow for sending bulk messages, notifications and a support for customer support services (
https://userflow.com/policies/privacy)

-Smartlook for analytics of user’s behavior within the Application
(https://help.smartlook.com/en/articles/3244452-privacy-policy)

-Stripe for payment method services ( https://stripe.com/en-cz/privacy)

-Google Analytics and Google Tag Manager statistics Services
(https://policies.google.com/privacy/partners?hl=en).

-Cloud infrastructure Services operated by Amazon (Amazon Web Services EMEA SARL, 38 avenue
John F. Kennedy, L-1855 Luxembourg). The data centres are located in Frankfurt, Germany.

5. Declarations by Parties
5.1. The Processor declares and warrants to the Controller that
5.1.1.fulfils all legal obligations arising for him from the GDPR and other legal regulations;

5.1.2. will process personal data for the Controller for the entire duration of the Agreement in
accordance with Czech law, in particular in accordance with the GDPR;

5.1.3. will keep proper records of Personal Data processing activities within the meaning of Article
30 of the GDPR for the entire duration of the Agreement;

5.1.4.will process only personal data in relation to defined data subjects in accordance with this
Agreement to the extent and for the purpose specified by the Controller or in accordance
with the purpose of this Agreement;

5.1.5. will always process Personal Data on the basis of a valid legal ground, if it is a part of the

6. Personal Data Collection Services by the Processor;

6.1.  will process accurate Personal Data in accordance with this Agreement and will update it regularly.
Personal data that are inaccurate with regard to the purposes for which they are processed shall be
deleted or corrected by the Processor after the prior instruction of the Controller;

6.2. will store Personal Data for the necessary time according to the Controller's Instruction. The
processor undertakes to regularly check the deadlines for the liquidation of personal data and to
ensure the liquidation of personal data, if the conditions are met;

6.3. is able to guarantee that during the processing of personal data for the Controller it will not behave
in such a way as to reduce the level of personal data protection ensured by this regulation.

7. The Controller declares and guarantees to the Processor that:

7.1. atthe time of the transfer of Personal Data, the Personal Data is current and there is a valid legal
title for their processing;

7.2. is not aware of any risk of violation of valid legal regulations in connection with the current
processing of Personal Data.

7.3. agrees to allow further processing of personal data by other processors who undertake to protect
personal data to the minimum extent provided for in this contract. To the same extent as regards
the purpose of processing and to the minimum extent as regards ensuring the security of the
processing of personal data processed.
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8. Cooperation

8.1. Co-operation in fulfilling the Controller's obligation to respond to requests for the exercise of data
subjects' rights.

8.2. The Processor undertakes to provide the Controller with the necessary cooperation, which can be
fairly requested, especially in the case of:

8.2.1.implementation and maintenance of appropriate technical and organizational measures to
secure personal data;

8.2.2.security breach reporting;

8.2.3.assessment of the impact of processing on the protection of personal data, if the Controller
decides that an assessment of the impact of processing within the meaning of Article 35 of
the GDPR is necessary;

8.2.4.fulfilment of the obligations of prior consultation with the Office for Personal Data
Protection within the meaning of Article 36 of the GDPR in the event of legal conditions.

8.3. At the request of the Controller, the Processor undertakes to provide, within a specified period of
time, which may not be less than thirty (30) working days, the necessary information necessary to
prove that the processing of personal data under the Contract is carried out in accordance with
applicable law.

8.4. The Processor undertakes to allow the Controller and his representatives, at his request, within a
reasonable period of time, which may not be less than thirty (30) working days:

8.4.1.access to records on Personal Data processing activities;

8.4.2.check the technical and organizational security measures of the Personal Data;

9. Duration of processing

9.1. The Parties have agreed that the Processor will process personal data under this DPA for a definite
period of time for the duration of the agreement on the use of the Sloneek internet Service.

9.2. Upon termination of this Agreement, the Processor reserves the right to permanently delete the
entire Controller's account, including all existing copies of personal data.

10. Confidentiality

10.1. The Contracting Parties declare that all data, information and facts related to this DPA and its
performance and provision of Services under this DPA, in particular personal data processed under
the DPA, including the content of the DPA (except information that is or becomes publicly known
other than breach of this DPA and information held by the relevant party prior to its receipt from
the other party) is confidential information ("Confidential Information"). The Parties undertake not
to provide the Confidential Information to a third party and not to use it for any purpose other than
the performance of this DPA, except:

10.1.1. their advisers bound by professional secrecy to the same extent as the Parties, or

10.1.2. the competent national and other administrative authorities and courts, where the
parties are required by generally binding rules to provide them with this information, or

10.1.3. information that is or becomes publicly available other than in violation of this DPA.

10.2. The Processor undertakes to bind its employees and other associates in a contractual relationship
with the Processor who perform activities related to this DPA and its performance and provision of
Services under this DPA.
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10.3. The obligation of confidentiality under this DPA continues even after the termination of this DPA.
The Parties are not entitled to disseminate or use confidential information within the meaning of
this DPA in any way after the termination of the DPA or to enable their dissemination or use.

11. Issues related to personal data protection
If you have any questions or comments regarding the processing of the Company's personal data,
please contact us.

Last update on 1/4/2023
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10.

11.

List of technical and organizational measures taken to protect personal data

The data created by the Customer and the Users during the use of the Service is stored on a cloud-
based data storage facility in Frankfurt am Main, Federal Republic of Germany, provided by a third
party, Amazon Web Services ("AWS"), which guarantees data leak resistance and exceptional service
availability.

The Supplier declares that it has entered into the relevant contracts and agreements with AWS under
which it is entitled to use the services of AWS and guarantees the security of the Customer's data
required by this Agreement.

The data in the database layer is stored in Amazon RDS and is encrypted with an asynchronous
algorithm. All software parts of the infrastructure are hidden in the internal AWS VPC private network.
The vendor adheres to all protection standards such as SSL certificate, authentication and
authorization algorithm based on RBAC (Role Based Access Control) using JWT and Refresh token with
1 minute expiration.

All accesses to the application are secured against eavesdropping using the https protocol and a valid
encryption certificate.

Direct access to server administration is allowed only through the encrypted SSH interface, or through
the Amazon console, which is protected by two-factor authentication.

Confidential documents within the optional Document module are asymmetrically encrypted, no
private key is stored on the server or in the application database. It is distributed only to the user roles
"Owner" and "Document Manager" at the time of its one-time generation.

GPS coordinates used within the "Attendance" module are stored in the database only at the moment
of starting a user action, which records the arrival to work or departure from work. For the avoidance

of doubt, we add that the mobile application does not store ongoing data on the user's location in any
case.

The authorization and correctness of user access rights is checked automatically, unauthorized
accesses or accesses with unconfirmed validity are cancelled.

If the application license expires for more than two months, access to the user data is blocked.
User accesses and all significant operations are recorded in the application in the audit log (Audit Log)

Each user logs in to their own account. Sharing an account / access with another user is not allowed
and is not supported.

The minimum password length is set. The change of the initial password is forced at the first log in.
The new password is issued only after verifying the user's identity through access to the work e-mail
box.

Data in non-electronic form are stored and / or archived only in safes or lockable cabinets within
lockable areas.

When transporting data outside the Processor's internal network, the use of encryption and
authentication mechanisms is recommended.
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1.2.

1.3.

1.4.

1.5.

1.6.

2.1.
2.2.

2.3.

3.1.
3.2.

3.3.

Smluvni ujednani pro pouziti online sluzby
Sloneek

Uvodni ustanoveni

Toto smluvni ujedndni upravuje podminky uzivani internetové sluzby Sloneek na webové adrese
www.sloneek.com (dale jen ,sluzba“).

Provozovatelem sluzby je spoleénost Sloneek Europe s.r.o., Taborskd 8, 040 01 Kosice, ICO 53 319
737, spole¢nost zapsana v obchodnim rejstfiku vedeném u Okresniho soudu KoSice I, oddil sro,
vlozka 49934/V (dale jen ,provozovatel”). Pro kontakt s ndmi prosim vyuZijte tyto kontaktni Udaje:
e-mail: sales@sloneek.com, telefon: +421 55/222 09 99, +420 210 012 950, korespondencni adresa:
Taborska 8, 040 01 Kosice

UzZivatelem sluzby je kazda fyzickd nebo pravnicka osoba, ktera si vytvori uzivatelsky ucet (dale jen
»UZivatel”). Vytvoreni uzZivatelského uctu spociva v zadani prihlasovaciho jména (e-mailové adresy) a
hesla a vyplnéni Udajl o uZivateli, které budou nasledné pouzity v hlavi¢ce dokladu.

Vytvorenim uZivatelského Gctu dochazi ke vzniku smlouvy mezi provozovatelem a uZivatelem.
Smluvni ujedndni se uzavird na dobu neurcitou a zanikd zrusenim Uctu uZivatele. Obsah smlouvy
tvofi toto smluvni ujedndni. Vytvorenim uZivatelského uctu souhlasi uzivatel s timto smluvnim
ujedndnim.

Sluzba slouzi jako chytry online personalni systém. Sluzba zajistuje kompletni administrativu
spojenou s evidenci zaméstnancu a jejich dochazky, dovolené, podklad(ll pro zpracovani mezd a
dalSich modulll vztahujicich se k personalnimu managementu spolecnosti.

Aktualni seznam a detailni popis modulli naleznete na webovych strankach
https://www.sloneek.com.

Licenéni ujednani

Sluzba je autorskym dilem.

Majetkova prava ke sluzbé podle Autorského zdkona i podle mezinarodnich dohod o autorském
pravu, uzavienych Ceskou republikou, naleZi provozovateli. Tato smlouva neudéluje uZivateli 7adna
opravnéni ve spojeni s ochrannymi znamkami provozovatele.

Provozovatel timto udéluje UZivateli osobni, nepfenosnou, nevyhradni licenci k pouzivani sluzby co
do poctu omezenou rozsahem predplacenych uZivatel(. Licence je teritoridlné neomezena a ¢asové
omezena po dobu predplaceni sluzby.

Prava a povinnosti uZivatelQ

UZivatel je oprdvnén sluzbu uZivat.

UZivatel se zavazuje neuzivat sluzbu Zzadnym zplsobem, ktery by jakkoli narusoval prava
provozovatele.

UzZivatel nesmi sluzbu vyuZivat zplsobem, ktery by mohl snizovat hodnotu dila, nebo poskodit,
znemoznit, pretiZit nebo zhorsit funkci serverl provozovanych provozovatelem nebo rusit pouzivani
téchto serverd nebo sluzby tfetimi osobami. UZivatel nesmi jakymkoliv zplsobem ziskavat ani se
pokouset ziskdvat jakékoliv rozmnozeniny dila (ani pro osobni pottebu), jakékoliv materidly ¢i
informace tykajici se sluzby, které nejsou nebo nebyly verejné zptistupnény nebo poskytnuty
prostfednictvim server( provozovanych provozovatelem. UZivatel nesmi z vygenerovanych dokladud
odstranfiovat nebo ménit jakékoliv ochranné znacky, ndzev provozovatele nebo nazev sluzby.
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3.4.

3.5.

3.6.
3.7.

4.2.

4.3.

4.4,

4.5.

5.2.

5.3.

5.4.

5.5.

5.6.

UZivatel neni opravnén v souvislosti s poskytovanim sluzby uZivat obchodni firmu provozovatele,
jeho ochranné znamky, loga, doménova jména ani Zaddna jina oznaceni a obchodni prvky
provozovatele.

Provozovatel je oprdvnén zamezit uzivani sluzby uZivatelem, o kterém se lze dlivodné domnivat, Ze
porusuje povinnosti uvedené v tomto ¢lanku.

UZivatel nemad ndrok na jakoukoli ndhradu v souvislosti se zrusenim uZivatelského Gctu.

Provozovatel je opravnén zrusit Gcet, pokud se na néj uzivatel nepfihlasil déle nez 12 mésica.

Cookies

Tyto webové stranky, samotnd sluzba Sloneek, emailové zpravy, online sluzby, reklamy a interaktivni
aplikace mohou za ucelem optimalizace sluzeb vyuzivat tzv. ,cookies”.

Cookie je soubor, ktery prostfednictvim naseho internetového serveru posildme do vaseho
prohlize¢e. Ugelem cookies je umozZnit nademu internetovému serveru poskytnout uZivateli
internetové stranky a sluzbu Sloneek tak, aby jejich pouzivani bylo ptizplsobeno zvyklostem
uZivatele.

Na webové adrese www.sloneek.com pouZivdme tyto cookies:

- funkéni (nezbytné cookies), které jsou nezbytné k tomu, aby se webové stranky bezpecné a
sprdvné zobrazovaly a aby plnily své zakladni funkce; a

- analytické cookies, které ndm pomahaji analyzovat, jak webové stranky funguji z uZivatelského
hlediska a na zakladé toho je mlZeme vylepsSovat.

Zpracovani nezbytnych (funkénich) cookies provadime na zakladé pravnich predpisd, v pfipadé
analytickych cookies viak potfebujeme vas souhlas. Své preference mlzete zvolit v tzv. cookie listé,
kterd se zobrazi uzivateli pfi navstévé naseho webu.

Analytické cookies pro nds zpracovava poskytovatel sluzby Google Analytics, Ads a Doubleclick
spole¢nost Google Ireland Ltd., sidlem Google Building Gordon House, 4 Barrow St, Dublin, D04
ESWS5, Irsko., v souladu se svymi podminkami, které naleznete zde.

Uplata za uzivani sluzby

UZivani sluZby je zpoplatnéno cenikem zvefejnénym na www.sloneek.com. Provozovatel si
vyhrazuje pravo zménit cenu sluzby.

Uhrada za sluzbu je nevratnd. UZivatel hradi sluzbu pfedem mésiéné nebo predem roéné.
Minimalni pocet licenci je 10. Bez ohledu na to, zda tyto licence budou vyuZivany nebo nikoliv.

Veskeré ceny jsou uvadéné bez dané z pfidané hodnoty (DPH). DPH bude k cené za sluzbu
pfipoctena v souladu s pravidly, nafizenimi a vysi DPH v konkrétnim dafiovém domicilu. UzZivatel je
vyhradné odpovédny za Uhradu vSech dani, poplatkd, cel, celnich sazeb nebo jinych poplatki
uloZenych, vymérenych nebo vybranych jakymkoli vlidadnim orgdnem nebo na jeho zakladé, které
vyplyvaji z poskytovani sluzeb provozovatelem podle této smlouvy.

v _sv

Mésicni predplatné probiha vyhradné platebni kartou. Cena mési¢niho pfedplatného je stanovena
soucinem jednotkové ceny za licenci uvedené v ceniku a poctu aktivnich licenci Sluzby na strané
UZivatele v daném kalenddinim meésici.

Na zacatku kazdé mési¢ni platebni periody je zaznamenany aktualni pocet aktivnich licenci. Pokud
budou v priibéhu aktivni mési¢ni periody pridany dalsi licence, bude jejich cena stanovena
alikvétné.

5.6.1. Pfiklad prabéhu vypoctu predplatného:
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1.4. je v Gctu 20 licenci za 5 EUR / uZivatel / mésic. 15.4 je k G¢tu pridano dalSich 10 licenci.
Za téchto 10 licenci bude nauctovana v nasledujicim mésici % z 5 EUR/ licence / mésic, tedy,
2,5 EUR. Pfedplatné za duben je 125 EUR (5*20+10*2,5). Platba bude strzena z platebni
karty 1.4. 1.5. je v 4¢tu 30 licenci za 5 EUR / licence / mésic. Predplatné za kvéten je
stanoveno jako 150 EUR za 30 licenci.

5.7. Danovy doklad (fakturu) vystavi Provozovatel UZivateli po uhrazeni predepsané platby. Platba se
povaZuje za uhrazenou okamzikem, kdy je pfislusnd ¢astka pfipsana na Ucet provozovatele.

5.8. Rocni uhrada fakturou probiha predem na zékladé (zalohové) faktury. Cena ro¢niho predplatného je
stanovena soucinem jednotkové ceny za licenci uvedené v ceniku a poctu licenci Sluzby na strané
UzZivatele v daném roce.

5.9. Provozovatel vystavi uZivateli zalohu za ro¢ni pronajem Sluzby dopfedné na 12 mésicQ. V pripadé, Ze
si UZivatel prida dodatecné licence béhem danych 12 mésicll, budou mu tyto postupné
dofakturovavané vidy do konce licence (posledni den posledniho mésice Objedndvky) podle poctu
zbyvajicich mésicd do konce licence. (Priklad: Licence pfidané od 7.mésice budou dofakturovdny na
6 mésicu dopredu).

5.10. Provozovatel je opravnén pozastavit poskytovani sluzby v rozsahu, ve kterém je uzivatel v prodleni s
Uhradou jakékoliv ¢astky, kterou je uzivatel povinen zaplatit provozovateli v souvislosti s uzivanim
dané sluzby, ackoliv byl k Uhradé vyzvén a byla mu poskytnuta dodatecna Ihlita k uhradé v délce
minimalné sedm (7) dni.

5.11. UZivatel mlze kdykoliv ukoncit predplatné v nastaveni aplikace. V takovém pfipadé bude
vyucétovana posledni perioda predplatného dle ¢lanku 5. PFistup do aplikace bude umoznén pouze k
poslednimu dni uhrazené periody predplatného.

6. Zaruky

6.1. Provozovatel vyslovné neposkytuje Zadnou zdruku na sluzbu. Sluzba se poskytuje tak, jak stoji a leZi,
bez jakékoli zaruky, at jiz vyslovné uvedené nebo mlcky predpokladané.

6.2. Veskera rizika spojend s uZivanim této sluzby nese uZivatel. Provozovatel nenese v Zadném pfipadé
odpovédnost za skodu vzniklou pouZivanim sluzby, at by byla jakakoli.

6.3. Provozovatel nenese odpovédnost za soulad naleZitosti vygenerovanych dokladud s platnymi a
ucinnymi pravnimi normami a je pouze na uZivateli, aby se ujistil o jejich Uplnosti a bezchybnosti.

6.4. Pouziti sluzby je na vlastni riziko uZivatele. Provozovatel neodpovida za Zddnou pfimou ani
nepfimou Skodu nebo Gjmu, véetné ztraty uloZenych dat, kterd je disledkem uZiti nebo nemoznosti
uZiti sluzby.

6.5. Provozovatel neodpovida za znemoznéni ¢i omezeni sluzby uzivané uZivatelem zplsobené
poruchami provozu sité Internet, jakoZ i jinymi okolnostmi technické povahy, které provozovatel
neni schopen ovlivnit nebo jejichZ feSeni vyZaduje soucinnost tretich stran. (napf. nedostupnost
serveru vyuzivaného provozovatelem pro chod sluzby).

6.6. Provozovatel nenese odpovédnost za chyby vzniklé v disledku zasah( tretich osob do sluzby nebo v
disledku jejich uZiti v rozporu s jejich ur¢enim. Pfi vyuZivani sluzeb nesmi uzivatel pouzivat
mechanismy, programové vybaveni, skripty nebo jiné postupy, které by mohly mit negativni vliv na
jeji provoz, tj. predevsim narusit funkci systému nebo nepfimérené zatéZovat systém, a dale nesmi
vykonadvat Zadnou ¢innost, kterd by mohla uZivateli nebo tfetim osobam umoznit neopravnéné
zasahovat ¢i neopravnéné uzit programové vybaveni nebo dalsi soucdasti tvofici sluzbu a uZzivat
sluzbu nebo jeji ¢asti ¢i softwarové vybaveni takovym zplsobem, ktery by byl v rozporu s jeho
uréenim ¢i ucelem.

6.7. Provozovatel neodpovida za obsah uZivatele. UZivatel je pIné odpovédny za to, Ze obsah vloZzeny
uZivatelem je sprdvny a neporusuje prava tfetich osob.
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6.8. Pokud by navzdory vySe uvedenému byla shleddna povinnost provozovatele k nahradé skody nebo
Ujmy, je tato povinnost omezena pouze do vyse Uhrady za sluzbu za poslednich 30 dnl predplatného.

7. Zpracovani osobnich udajt

7.1.  Aby provozovatel mohl poskytovat sluzbu kvalitné a v souladu s touto smlouvou, dochazi ke
zpracovani osobnich Gdajd. MUzZeme zpracovavat osobni Udaje zaméstnavatel( — fyzickych osob
nebo kontaktnich osob zaméstnavatel( v rozsahu fakturacnich Gdajd a kontaktnich Gdajd. Déale
mUZeme zpracovavat osobni Gdaje souvisejici s navstévou naseho webu, zasilanim newsletter(,
pfipadné ucasti na nasich akcich. Tyto osobni Gdaje zpracovdavame za fakturaénimi ucely, za Ucelem
komunikace s klientem v souvislosti s plnénim sluzby, za G¢elem vymahani a/nebo ochrany pravnich
naroku ¢i za u¢elem marketingu. Osobni Udaje miZeme sdilet pouze s nasimi smluvnimi partnery,
ktefi poskytuji sluzby v souvisejici se zpracovanim téchto osobnich Udaji. Osobni idaje budeme
zpracovavat po dobu poskytovani sluzby a po dobu béhu obecné promlceci doby po skonceni
poskytovani sluzby. V souvislosti se zpracovanim osobnich Udajd garantujeme pravo na pfistup k
osobnim Udajim, na vymaz osobnich Gdaju v mezich nafizeni GDPR, pravo na zménu nebo opravu
neaktudlnich osobnich udajl, pravo na omezeni zpracovani osobnich Gdaji v mezich nafizeni GDPR,
pravo na prenositelnost osobnich Udajl k tfetim osobam, ¢i pravo namitat zpracovani osobnich
Udaju z titulu opravnéného zajmu spravce, tedy zejména zpracovani za Ucelem marketingu véetné
zasilani obchodnich sdéleni. Pravo na u Ufadu pro ochranu osobnich tGidajd neni dotéeno

7.2. Poskytovatel je také ve smyslu obecného nafizeni o ochrané osobnich udaju ¢. 2016/679 (,GDPR“) v
postaveni zpracovatele osobnich Udaji uloZzenych v aplikaci Sloneek.

7.3. Podle GDPR je spravce a zpracovatel povinen uzavfit smlouvu o zpracovani osobnich tdaj(.
Podminky zpracovani osobnich udajl jsou uvedeny v Pfiloze 1 tohoto smluvniho ujednani a jsou tak
jeji soucasti.

8. Zavérecné ustanoveni

8.1. Predplacené obdobi se automaticky obnovi na dalsSi obdobi stejné délky, pokud néktera ze stran
neposkytne druhé strané oznameni o neprodlouZeni nejméné tficet (30) dni pfed koncem
aktudlniho obdobi obdobi planu . Doba platnosti objednavkového formulare se automaticky obnovi
na dalsi obdobi stejné délky, pokud nékterd ze stran neposkytne druhé strané oznameni o
neprodlouZeni nejméné tricet (30) dnll pfed koncem aktudlniho obdobi platnosti objednavkového
formuldre.

8.2. V pfipadé, Ze kterdkoliv strana porusi jakoukoliv povinnost stanovenou zdkonem nebo témito
podminkami nebo je v prodleni déle nez sedm (7) dn( s jakoukoliv platbou za sluzbu, ma druha
strana pravo omezit uzivani Sluzby a/nebo od smlouvy odstoupit

8.3. UtZivateli v pfipadé odstoupeni od Smlouvy nevznikd ndrok na vraceni alikvétni ¢asti zaplacené ceny
za vyuzivani sluzby.

8.4. Toto smluvni ujednani miZe byt provozovatelem jednostranné ménéno, a to vzdy s Ucinnosti k
uplynuti 14denni Ihty ode dne zvefejnéni ozndmeni o zméné smluvniho ujednani na
www.sloneek.com.

8.5. Podle takto zménéného smluvniho ujednani se fidi i pravni vztahy vzniklé pfede dnem nabyti
uc¢innosti nového smluvniho ujedndni, avsak vznik prav a povinnosti, ke kterym doslo pfede dnem
nabyti G¢innosti zmén smluvniho ujednani, se posuzuji podle dosavadniho smluvniho ujedndni.

8.6. Pravni vztahy mezi provozovatelem a uZivatelem se fidi ceskym pravem, zejména zakonem ¢.
89/2012 Sb., ob¢ansky zakonik, ve znéni pozdéjsich predpist

8.7. VSechny spory vznikajici z této Smlouvy a v souvislosti s ni budou rozhodovany s kone€nou platnosti
u Rozhod¢iho soudu pfi Hospodarské komore Ceské republiky a Agrarni komote Ceské republiky
podle jeho Ffadu tfemi rozhodci.
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8.8.  Pro vylouéeni pochybnosti se uvadi, Ze se na zavazky z této Smlouvy nepouZiji ustanoveni
obcanského zakoniku o nedmérném zkraceni (§1793 aZ 1795 obcanského zakoniku).

Toto smluvni ujednani je platné od 1.4.2023
Sloneek Europe s.r.o.
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Priloha 1

Podminky zpracovani osobnich udajti
ve smyslu ustanoveni § 1746 odst. 2 zakona ¢. 89/2012 Sb., oblansky zékonik, ve znéni pozdéjsich
predpist, a podle nafizeni Evropského parlamentu a Rady (EU) 2016/679 ze dne 27. dubna 2016 o
ochrané fyzickych osob v souvislosti se zpracovanim osobnich Gdajli a o volném pohybu téchto Gdaji a
o zru$eni smérnice 95/46/ES (obecné nafizeni o ochrané osobnich Gdajt) (,GDPR*).

Osobnim udajem se pro Ucely tohoto dokumentu rozumi jakdkoliv informace tykajici se uréeného
nebo urcitelného subjektu Udajl. Subjekt idajd se povaZuje za urceny nebo urcitelny, jestlize Ize pfimo
¢i neptimo identifikovat zejména na zakladé ¢isla, kédu nebo jednoho ¢i vice prvkl specifickych pro
jeho fyzickou, fyziologickou, psychickou, ekonomickou, kulturni ¢i socialni identitu.

Subjektem udajl se rozumi fyzickd osoba, k niz se osobni Udaje vztahuiji, tedy uZivatelé sluzby
Sloneek.

Za uzivatele sluzby Sloneek se povaZuje kazda osoba, ktera si vytvofi uzivatelsky ¢i firemni Ucet.
UzZivatel sluzby Sloneek prohlasuje, Ze si je védom své role Spravce osobnich Gdaju, i prav a povinnosti,
které z této role plynou. Udéluje vyslovny informovany souhlas Zpracovateli s témito Podminkami
ochrany osobnich udajl

Zpracovatelem osobnich Gdajd je spole¢nost Sloneek Europe s.r.o0., Taborska 8, 040 01 Kosice, ICO 53
319 737, spole¢nost zapsana v obchodnim rejsttiku vedeném u Okresniho soudu Kosice I, oddil sro,
vloZzka 49934/V (déle jen ,Spole¢nost”). Spole¢nost mUze spravu a zpracovéani osobnich Gdajd svérit
tfeti strané za Ucelem provozovani a spravy sluzby Sloneek.

1. Vymezeni zpracovavanych osobnich udaji

J&el zpracovani Rozsah osobnich udajl ZvIastni Kategorie
kategorie subjektd udaja
osobnich udajl

Vedeni personalni jméno a pfijmeni fyzické osoby; datum ne zaméstnanci

agendy narozenf fyzické osoby, pohlavi, pracovni

pozice, interni zaméstnanecké Cislo,
pracovni a/nebo soukromé mobilni a/nebo
pevné telefonni ¢islo;

pracovni a/nebo soukromy e-mail;
fotografie; datum nastupu do spolecnosti,
datum odchodu ze spolecnosti, typ Uvazku
a typ pracovnépravniho vztahu, adresu
trvalého bydlisté, kontaktni adresu,
kontakt pro pfipad nouze, informace o
povinnych srazkach ze mzdy, bankovni
spojeni.

Vedeni agendy Terminy Cerpani udalosti absence ne zaméstnanci

dovolenych a dalsich | (dovolen3, sick days, benefit days, atd. —

typl absence daldi udalosti podle nastaveni systému

zaméstnavatelem)

Evidence a vypocet Vyse ndroku na stravenku v daném mésici | ne zaméstnanci

stravenek

zameéstnancu
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Ucel zpracovani

Rozsah osobnich Gdajd

Zvlastni
kategorie
osobnich udajd

Kategorie
subjektd udaju

Planovani smén, Terminy vykonu pracovnich ¢innostinana | ne zaméstnanci
planovani zakladé definice ¢innosti zaméstnavatelem
pracovnich ¢innosti | (napf. prace v kancelafi, prace u klienta,
atd.)
Evidence dochazky V pfipadé vyuzivani mobilni aplikace ne zaméstnanci
zaméstnancl Sloneek pro zadavani pfichodu a odchodu
do zaméstnani (jedna se o volitelnou
funkcionalitu), aplikace uklada GPS
koordinaty mobilniho zafizeni v okamziku
zadavani pfichodu nebo odchodu.
Evidence odpracované doby zaméstnance
v ramci jeho pracovnich dnda.
Knihovna Jde o UloZisté dokumentd, do kterého si ne zameéstnanci
pracovnépravnich mohou zaméstnanci i zaméstnavatel
dokument ukladat jejich pracovnépravni dokumenty.
Odpovédnost za uloZeni téchto
dokumentl do aplikace Sloneek nese
uzivatel, ktery dany dokument ulozil.
Podepisovani Zaméstnanci svym elektronickym ne zaméstnanci
dokument podpisem potvrzuji dokumenty.
Profil zaméstnance Vedle identifikacnich Udajd zaméstnance ne zaméstnanci
muUZe zaméstnanec vkladat i své
podobizny.
Udalosti v Google SluZba automaticky zpracovava udalosti ne zaméstnanci
kalendafi zanesené v Google kalendafi.
UZivatelskd a Udaje ulozené v aplikaci Sloneek ne Zaméstnanci

aplika¢ni podpora

1.1.
1.2.

Zpracovatel se zavazuje Osobni Udaje zpracovavat s odbornou péci.
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2.

2.1.

2.2.
2.3.

2.4,

2.5.

3.2.

3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

Samostatnost zpracovatele a pokyny spravce

Zpracovatel bude Osobni Udaje zpracovavat samostatné pro dosazeni stanoveného Ucelu zpracovani
ve smyslu ¢lanku 1.1. a s vynaloZenim odborné péce samostatné rozhodovat o provedeni
jednotlivych ukonl v rdmci zpracovani osobnich udajl, které je tfeba v souladu s platnymi pravni
predpisy vykonat.

V ptipadé, Ze Zpracovatel od Spravce obdrzi Pokyn, je jim vazan.

Pokyny ke zpracovani osobnich Gdajd mlze za Spravce sdélovat a za Zpracovatele prijimat pouze
Opravnénd osoba, a to v pisemné (elektronické) formé.

Zpracovatele nezavazuji pokyny Spravce, které jsou:
2.4.1.ucinéné jinou nez Opravnénou osobou a adresované jiné nez Opravnéné osobé,

2.4.2.ucinéné v jiné nez pisemné (elektronické) formé, v rozporu s platnymi pravnimi pfedpisy.

Pokud nastane jakykoliv ptipad, kdy Zpracovatel neni pokynem Sprdvce vazan, je o takové
skutecnosti Zpracovatel povinen Spravce bez zbyte¢ného odkladu informovat.

Ukladani a zabezpeceni osobnich tdaju

Zpracovatel se zavazuje, Ze bude Osobni Udaje uchovavat a zpracovdvat bezpecné a bude pouZivat
veskeré pfimérené bezpecnosti systémy a postupy obvyklé pro zpracovani Osobnich Gdaj.

Zpracovatel se zavazuje branit, pfipadné podniknout veSkeré mozné kroky k zamezeni
neoprdvnénému pristupu, kopirovani, dpravé, ukladani, reprodukci, zvefejnéni nebo distribuci
Osobnich udaju.

Zpracovatel prohlasuje, Ze pfijal a dodrzuje technickd a organizacni opatfeni ochrany osobnich udaju
vymezenad v pfiloze ¢. 1 Smlouvy.

Pokud Zpracovatel v souvislosti s poskytovanim SluZeb vyuZiva Zabezpecovaci prvky, je povinen o
Zabezpecovacich prvcich zachovévat davérnost, neni opravnén je sdilet s tfetimi osobami, prevadét
nebo jinak zneuzivat.

Zpracovatel vytvati zalozni kopie databazi (tydenni zdloha databaze), ukldddme posledni 4 zalohy.
Obnova dat ze zélohy je zpoplatnéna ¢astkou 30 000 K¢.

V pfipadé, Ze kterakoliv ze Stran zjisti, Ze:
doslo k neopravnénému ¢i nezdkonnému zpracovani Osobnich udaja;
doslo ke ztraté, poskozeni nebo zniceni ¢i jinému zplsobu znehodnoceni Osobnich udaju;
nastal pfipad Naruseni zabezpeceni;
- treti osoba ziskala neopravnény pristup k nékterému ze Zabezpecovacich prvka;
je povinna toto bez zbyte¢ného odkladu sdélit druhé Strané a poskytnout maximalni soucinnost k
napravé.

Pti poskytovdani kvalitnich sluzeb Sloneek ndm pomahaji zpracovatelé, ktefi pracuji v souladu s
evropskymi standardy ochrany osobnich Udajll. Zpracovavani osobnich Gdaji témito tfetimi
stranami je upraveno jejich vlastnimi podminkami poskytovani sluzeb.

Popis ucelll zpracovani:

- Sluzba Hubspot pro zasilani hromadnych sdéleni, notifikaci a podporu sluzby zakaznické podpory
(https://legal.hubspot.com/privacy-policy)

- Sluzba UserFlow pro zasildani hromadnych sdéleni, notifikaci a podporu sluzby zdkaznické podpory (
https://userflow.com/policies/privacy)

- Sluzba Smartlook pro analyzu uZivatelského chovani v aplikaci
(https://help.smartlook.com/en/articles/3244452-privacy-policy)
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- Sluzba Stripe pro sluzby platebni brany ( https://stripe.com/en-cz/privacy)

- Sluzby statistiky Google Analytics a Google Tag Manager
(https://policies.google.com/privacy/partners?hl=en).

- Sluzby cloudové infrastruktury, provozované spolec¢nosti Amazon (Amazon Web Services EMEA
SARL, 38 avenue John F. Kennedy, L-1855 Luxembourg). Datova centra jsou umisténa ve Franfurtu, v
Némecku.

4. Prohlaseni

4.1. Zpracovatel prohlasuje a Spravci zarucuje, Ze spliiuje veskeré zakonné povinnosti, které pro ného z
GDPR a jinych pravnich predpist vyplyvaji;

4.1.1. bude po celou dobu trvani Smlouvy zpracovavat osobni Udaje pro Sprdvce v souladu s
¢eskym pravnim rddem, zejména v souladu s GDPR;

4.1.2.bude po celou dobu trvani Smlouvy vést fadné zdznamy o ¢innostech zpracovani Osobnich
udajd ve smyslu ¢1.30 GDPR;

4.1.3.bude podle této Smlouvy zpracovavat ve vztahu k vymezenym subjektiim Gdajd pouze
osobni Udaje v rozsahu a pro Ucel stanovenym Spravcem nebo v souladu s ucelem této
Smlouvy;

4.1.4.bude Osobni Udaje zpracovavat vidy na zakladé platného prévniho titulu, pokud je soucasti
SluZeb shromazdovani Osobnich Gdaji Zpracovatelem;

4.1.5.bude podle této Smlouvy zpracovavat presné Osobni Udaje a pravidelné je bude
aktualizovat. Osobni Udaje, které jsou nepresné s prihlédnutim k Ucellm, pro které se
zpracovavaji, Zpracovatel smaze nebo opravi po pfedchozim Pokynu Spravce;

4.1.6. bude Osobni udaje ukladat po nezbytné nutnou dobu podle Pokynu Spravce. Zpracovatel se
zavazuje provadét pravidelné kontrolu lhat pro likvidaci osobnich Gdaji a zajistovat likvidaci
osobnich udajl, pokud jsou k tomu splnény podminky;

4.1.7.je schopen zarucit, Ze se nebude pfi zpracovani osobnich tdajl pro Spravce chovat tak, aby
doslo ke snizeni Urovné ochrany osobnich Udaji zajisténé timto predpisem.

5. Spravce prohlasuje a Zpracovateli zarucuje, Ze:

5.1.1.v dobé predani Osobnich Gdajl jsou Osobni Udaje aktualni a existuje platny zakonny titul
pro jejich zpracovani;

5.1.2.neni si védom zadného rizika poruseni platnych pravnich predpist v souvislosti s
dosavadnim zpracovani Osobnich udaju.

5.1.3.souhlasi s umoznénim dalsiho zpracovani osobnich udajl dalSimi zpracovateli, ktefi se
zavazou k ochrané osobnich udajd v minimalnim rozsahu, ktery je stanoven touto smlouvou.
Ve stejném rozsahu co do ucelu zpracovani a v minimalnim rozsahu, co do zajisténi
bezpecnosti zpracovani zpracovavanych osobnich Gdaju.
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6. Soucinnost
6.1. Soucinnost pti plnéni spravcovi povinnosti reagovat na zadosti o vykon prav subjektd udaja.

6.2. Zpracovatel se zavazuje poskytnout Spravci potfebnou soucinnost, kterou po ném lze spravedlivé
poZadovat, zejména pfi:

6.2.1.-zavadéni a udrzovani vhodnych technickych a organizaénich opatfeni k zabezpeleni
osobnich Gdaju;

6.2.2. ohlasovani pfipad( Naruseni zabezpeceni;

posuzovani vlivu zpracovani na ochranu osobnich Udaju, pokud Spravce rozhodne, Ze je
posouzeni vlivu zpracovani ve smyslu ¢l. 35 GDPR nezbytné provést;

6.2.3.-pInéni povinnosti predchozi konzultace s Uradem na ochranu osobnich Gdajd ve smyslu &l.
36 GDPR pfi vzniku zdkonnych podminek.

6.3. Zpracovatel se zavazuje na vyzvu Spravce poskytnout ve stanovené Ihité, ktera nesmi byt kratsi nez
tficet (30) pracovnich dni nezbytné informace potiebné k doloZeni, Ze zpracovani osobnich udaj
podle Smlouvy je provadéno v souladu s platnymi pravnimi predpisy.

6.4. Zpracovatel se zavazuje umoznit Spravci a jeho zastupclim na jeho vyzvu v pfimérené lhaté, ktera
nesmi byt kratsi neZ tficet (30) pracovnich dni:

6.4.1. pfistup k zdznamm o ¢innostech zpracovani Osobnich Gdaj;

6.4.2. provést kontrolu technickych a organizacnich bezpecnostnich opatfeni Osobnich udaju.

7. Doba trvani zpracovani

7.1. Strany se dohodly, Ze Zpracovatel bude zpracovavat osobni Udaje podle této Smlouvy na dobu
urcitou po dobu trvani smlouvy o uzivani internetové sluzby Sloneek.

7.2.  Po ukonceni této smlouvy si Zpracovatel vyhrazuje prdvo cely ucet Spravce nevratné vymazat, a to
vCetné veskerych existujicich kopii osobnich udaju.

8. Mlcenlivost

8.1. Smluvni strany prohlasuji, Ze vSechny udaje, informace a skute¢nosti souvisejici s touto Smlouvou a
jejim pInénim a poskytovanim sluzeb na zakladé této Smlouvy, zejména zpracovavané osobni Udaje
podle Smlouvy, véetné obsahu Smlouvy (s vyjimkou informaci, které jsou nebo se stanou verejné
zndmymi jinak neZ porusenim této Smlouvy a informaci, které pfislusna strana méla ve svém drzeni
jiz pred jejich obdrzenim od druhé smluvni strany), jsou ddvérnymi informacemi (,,Dlvérné
informace”). Strany se zavazuji, Ze DUvérné informace neposkytnou tfeti strané a nepoufziji je k
jinému Ucelu neZ pro plnéni této Smlouvy, s vyjimkou:

- svych poradcu vazanych povinnosti mi¢enlivosti ve stejném rozsahu jako Strany, nebo

- pfislusnych statnich a jinych spravnich Gradl a soudd, pokud jsou strany povinny podle obecné
zévaznych predpist jim tyto informace poskytnout, nebo

- informaci, které jsou nebo se stanou verejné dostupnymi jinak nez porusenim této Smlouvy.
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8.2. Zpracovatel se zavazuje k povinnosti ml¢enlivosti v rozsahu tohoto ¢lanku Smlouvy zavazat své
zaméstnance a jiné spolupracovniky ve smluvnim vztahu se Zpracovatelem, ktefi vykonadvaji ¢innosti
souvisejici s touto Smlouvou a jejim plnénim a poskytovanim sluzeb na zakladé této Smlouvy.

8.3.  Povinnost mlicenlivosti podle této Smlouvy trvd i po zaniku této Smlouvy. Strany nejsou oprdvnény
po skonceni Smlouvy dlvérné informace ve smyslu této Smlouvy jakymkoliv zplsobem rozsifovat Ci
vyuZzit ¢&i umoznit jejich Siteni ¢i vyuZiti.

9. Otazky tykajici se ochrany osobnich udaju

9.1. Pokud mate néjaké dotazy nebo pFipominky tykajici se zpracovani osobnich Gdaji Spolec¢nosti,
kontaktujte nas.

9.2. Posledni aktualizace dne 1.4.2023
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10.

11.

12.

13.

14.

15.

Seznam pfijatych technickych a organizacnich opatieni k ochrané osobnich udaijt

Data, ktera jsou vytvorena Objednatelem a uZivateli béhem vyuZivani sluzby jsou uloZena na datovém
ulozisti s cloudovou infrastrukturu ve Frankfurtu nad Mohanem, Spolkova republika Némecko,
poskytovaném treti stranou, kterou je Amazon Web Services (dale jen ,,AWS”), kterd garantuje
odolnost proti Uniku dat a mimoradnou dostupnost sluzeb. Dodavatel prohlasuje, Ze ma s AWS
uzavieny prislusné smlouvy a dohody, na zdkladé kterych je opravnén vyuzivat sluzby AWS a garantuje
zabezpecdeni dat Objednatele, poZadovanych touto Smlouvou.

Data v databazové vrstvé jsou uloZené v sluzbé Amazon RDS a jsou Sifrované asynchronnim
algoritmem. VSechny softwarové &3sti infrastruktury jsou schované ve vnitini privatni siti AWS VPC.

Dodavatel respektuje veskeré standardy ochrany jako jsou SSL certifikat, autentifikacni a autorizacni
algoritmus na bazi RBAC (Role Based Access Control) s pouZitim JWT a Refresh tokenu s expiraci 1
minuta.

Vsechny pfistupy k aplikaci jsou zabezpeceny proti odposlechu pomoci protokolu https a platného
Sifrovaciho certifikatu.

PF¥imy pristup k administraci serveru je umoZnén pouze pres kryptované rozhrani SSH, pfipadné pres
konzoli Amazon, ktera je chrdnéna dvoufaktorovym ovérenim.

Duvérné dokumenty v ramci modulu Dokumenty jsou asymetricky kryptovany, na serveru ani v
databazi aplikace neni uloZzen soukromy kli¢. Ten je distribuovan pouze uZivatelské roli ,Vlastnik” a
»Spravce dokument(“ a to v okamzZiku jeho jednorazového vygenerovani.

GPS koordinaty vyuzivané v rdmci modulu ,,Dochazka“ jsou ukladany do databdze pouze v okamziku
spusténi uZivatelské akce, kterd zaznamenava prichod do prace, pfipadné odchod z prace. Pro
vylouceni pochybnosti dodavame, Zze mobilni aplikace v Zadném pripadé neuklada priibéina data o
poloze uZivatele.

Opravnénost pfistupu do informacnich systém (dale jen ,,I1S“) je zabezpecena formou identifikace a
autorizace, a to minimalné pomoci identifikdtoru uZivatele a hesla. Toto opatreni plati pro pracovni
stanice i mobilni zafizeni pfistupujici k aplikaci.

UZivatelska pfistupova a funkéni prava (uZivatelské role) jsou diferencované nastavena v souladu s
popisem pracovnich mist.

Oprdvnénost a spravnost uzivatelskych pristupovych prav je kontrolovdna automaticky, neoprdvnéné
pristupy nebo pfistupy s nepotvrzenou platnosti jsou ruseny.

P¥i dobé skonceni licence na aplikaci delSi nez dva mésice jsou pfistupy blokovany k uZivatelskym
datdm zruseny.

UzZivatelské pristupy a vSechny podstatné operace jsou v aplikaci zaznamenavany v auditnim zdznamu
(Audit Log)

Kazdy uzivatel se pfihlasuje na vlastni Ucet. Sdileni Gétu / pFistupu s jinym uZivatelem je nepfipustné a
neni podporovano.

Je stanovena minimalni délka hesla. Je vynucovana zména iniciacniho hesla pfi prvnim pfihlaseni do
aplikace. Nové heslo je vydavano jen po ovéreni identity uZivatele prostfednictvim pfistupu k pracovni
emailové schrance.

Data v neelektronické podobé jsou uchovavéana a / nebo archivovana jen v trezorech nebo
uzamykatelnych skfinich v rdmci uzamykatelnych prostor.

P¥i transportech dat mimo interni sit Zpracovatele je doporuceno pouziti Sifrovacich a autentizacnich
mechanismd.
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